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What is Vendor Management?

Vendor Management encompasses the selection and ongoing management of
third-party providers of products or services.

Effective Vendor Management requires a proactive approach to setting
expectations, roles, and responsibilities between your organization and the

vendor organization.
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Why is Vendor Management Important?

e Vendors play a key role in the success of your organization and the security of your
data.

e Selection of a wrong software package can turn out to be costly and adversely affect
business processes.
e There is alack of confidence in third parties’ data safeguards, security policies and
procedures.
o 57% of companies said they cannot determine whether vendor “safeguards and
security policies are sufficient to prevent a data breach.”
Ponemon Institute Research; September 2017



https://insidecybersecurity.com/sites/insidecybersecurity.com/files/documents/sep2017/cs2017_0340.pdf

Key Steps to Managing Vendors

Maintain Mitigate Measure

Maintain a consistent Mitigate risk with your Routinely measure the

process for vendor chosen vendors. performance of your
selection. vendors.
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Maintain a Consistent Selection Process

Challenge:

Vendor selection continues to
become more complex and
burdensome due to the
ever-increasing number of products
available, incompatible hardware
and software configuration, and
demanding technical knowledge.

Ferland and Flachbarth, 2018

Solution:

Develop and maintain a consistent
vendor selection process at your
organization, so you're always
choosing the right vendors for your
unique business requirements
NIST Cybersecurity Framework is a
great (and free) resource for
building your process



https://www.nist.gov/cyberframework

Pre-Selection
Establish a timeline for selection, assemble
team, compile list of possible vendors

Selection

Select vendors to request more information from, write an RFI, evaluate
responses to create a "short list"of vendors, select the winning vendor

Contract Initiation .
Negotiate and understand the terms of the agreement before signing Contract SIgﬂEd
the contract

A Deloitte survey of 2,000 consumers in the U.S found that 91% of people consent
to legal terms and services conditions without reading them.



Mitigate Risk

Challenge:

On average, there are 181 vendors
granted network access to a
single company each week.*

Keeping open and honest
communication and establishing
accountability with each vendor is
no simple task.

*Bomgar Secure Access Threat Report, 2017
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Solution:

Define who your “highest risk”

vendors are and prioritize

monitoring these most regularly

Try to work with vendors that can

fulfill multiple business needs

a. Multiple vendors means more
exposure to the outside world
and more data breach points
which could be exploited
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Measure Performance

Specific Measurable j Achievable Relevant

What do How will you Isitin your Does the
you want know when power to goal align exactly do
to do? you've accomplish with my you want to
reached it? it? business accomplish
goals? it?






http://www.youtube.com/watch?v=mZfPrbkc3qQ
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Summary

Develop a consistent process for vendor selection; the success of your
organization and the security of your data depends on the success of your
relationships with vendors.

Mitigate risk with your chosen vendors. Communicate constantly and
prioritize vendors with the highest risk. Try to choose vendors that fulfill
multiple business needs.

Measure the performance of your vendors. Set goals ahead of time, and
evaluate whether or not the vendor helped you achieve those set goals.
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